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motivation understanding and working security issues database security

in the information age it is important to investigate information systems in relationship to society in general and various user groups in
particular since information technology requires interactions between people and their social structure research in information system
usage behavior needs to be based on a deep understanding of the interrelation between the technology and the social environment of
the user this dissertation adopts a socio technical approach in order to better explore the role of information technology in the important
research issues of online privacy and information assurance this dissertation consists of three essays the first essay investigates factors
that affect the career decisions of cyber security scholars in the recent past cyber security has become a critical area in the information
technology it field and the demand for such professionals has been increasing tremendously however there is a shortage of qualified
personnel which is a factor that contributes greatly to the society s vulnerability to various cyber threats to date there is no academic
extent research regarding the cyber security workforce and their career decisions based on the theories of planned behavior and self
efficacy our study articulates a model to explain career selection behavior in the cyber security field to provide validity for the proposed
conceptual framework we undertook a comprehensive empirical investigation of scholarship for service sfs scholars who are funded by the
national science foundation and who are studying information assurance and computer security in universities the results of this research
have implications for retaining a qualified workforce in the computer and information security fields the second essay explores internet
users online privacy protection behavior information security and privacy on the internet are critical issues in our society in this research
factors that influence internet users private information sharing behavior were examined based on a survey of two of the most vulnerable
groups  on  the  web  2 8 5  pre  and  early  teens  this  essay  provides  a  research  framework  that  explains  in  the  private  information  sharing
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behavior of internet users according to our study results internet users information privacy behaviors are affected by two significant
factors the perceived importance of information privacy and information privacy self efficacy it was also found that users belief in the
value of online information privacy and information privacy protection behavior varies by gender our research findings indicate that
educational opportunities regarding internet privacy and computer security as well as concerns from other reference groups e g peers
teachers and parents play an important role in positively affecting internet users protective behavior toward online privacy the third essay
investigates  knowledge  sharing  in  the  context  of  blogs  in  the  information  age  web  2  0  technology  is  receiving  growing  attention  as  an
innovative way to share information and knowledge this study articulates a model which enables the understanding of bloggers knowledge
sharing practices it identifies and describes the factors affecting their knowledge sharing behavior in online social networks the analysis of
4 4 6  surveys  indicates  that  bloggers  trust  strength  of  social  ties  and  reciprocity  all  have  a  positive  impact  on  their  knowledge  sharing
practices their online information privacy concerns on the other hand have a negative impact on their knowledge sharing behavior more
importantly the amount of impact for each factor in knowledge sharing behavior varies by gender the research results contribute toward
an  understanding  of  the  successful  deployment  of  web  2  0  technologies  as  knowledge  management  systems  and  provide  useful  insights
into understanding bloggers knowledge sharing practices in online communities

this book presents high quality research papers presented at the second international conference on smart computing and cyber security
strategic foresight security challenges and innovation smartcyber 2021 held during june 16 17 2021 in the department of smart computing
kyungdong university global campus south korea the book includes selected works from academics and industrial experts in the field of
computer  science  information  technology  and  electronics  and  telecommunication  the  content  addresses  challenges  of  cyber  security

organizational employee information security behaviors have received attention in its potential role in cyber security recently practitioners
and academics alike have emphasized the need to evaluate end user computer security behaviors in order to develop more secured
information infrastructures this dissertation evaluates the information security behaviors pertaining to employee security policy compliance
from three different aspects with the objective of providing guidelines and implications for better design development and implementation
of information security policies in organizations the dissertation consists of three inter related essays following a manuscript based multi
essay style thesis format the first essay evaluates the relative importance of the incentive mechanisms this essay develops and tests a
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theoretical model that enhances our understanding of the incentive effects of penalties pressures and perceived effectiveness in employee
compliance to information security policies the findings suggest that security behaviors can be influenced by both intrinsic and extrinsic
motivators the results indicate that a intrinsic motivation of employee perceived effectiveness of their actions plays a major role in
security policy compliance b pressures exerted by subjective norms and peer behaviors influence the employee behaviors and c certainty
of detection is found to influence security behaviors while surprisingly severity of punishment was found to have negative effect on policy
compliance intentions in the second essay informed by the literature on information security is adoption protection motivation theory
deterrence theory and organizational behavior theories under an umbrella of taylor todd s decomposed theory of planned behavior an
integrated protection motivation and deterrence model of security policy compliance is developed the essay also investigates the role of
organizational commitment on employee security compliance intentions the results suggest that a perceptions about the severity of breach
and response efficacy are likely to affect compliance intentions by shaping attitudes b organizational commitment and social influence
have a significant impact on compliance intentions and c resource availability is a significant factor in enhancing self efficacy which in turn
is a significant predictor of policy compliance intentions the results indicate that employees in our sample underestimate the probability of
security breaches in the third essay we investigate whether the synchronization between management and employee perceptions about
security values plays a role in employee security behaviors much of the information security literature has emphasized the mechanisms
such as training and awareness and policy enforcement for creating security conscious environment for better security management
however empirical research evaluating the effectiveness of these mechanisms in it security is almost non existent moreover researchers
have argued that if there is a misalignment between individual and organizational goals there is a greater security threat to information
security in this context the third essay explores several aspects of policy compliance in organizations using a dyadic approach in an
individual level model we focus on employee perception of security climate and its relation with the policy compliance behavior and the
role training and awareness and policy enforcement play in shaping the security climate perceptions of the employees in addition we
propose a multi level theoretical framework that considers the role of the management and employee perception alignment on the
employee compliance behavior using a matched responses dataset we empirically assess the two models our findings suggest that
individual employee policy compliance intentions are predicted by their security climate perceptions which in turn were highly associated
with the employee perceived training and awareness as well as policy enforcement efforts in their organization in the test of multi level
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model we found that employee policy compliance intentions are mainly driven by personally held beliefs multiple surveys were
administered to various sample groups in this research program in order to accomplish the research objectives of the three essays a
dyadic investigation approach was undertaken to understand the security policy compliance from a holistic view which resulted in a set of
interesting and insightful findings with implications to both theory and practice

welcome to the cybersecurity also called information security or infosec field if you are interested in a career in cybersecurity you ve
come to the right book so what exactly do these people do on the job day in and day out what kind of skills and educational
background do you need to succeed in this field how much can you expect to make and what are the pros and cons of these various
professions is this even the right career path for you how do you avoid burnout and deal with stress this book can help you answer
these questions and more cybersecurity and information security analysts a practical career guide which includes interviews with
professionals in the field covers the following areas of this field that have proven to be stable lucrative and growing professions security
analysts  engineerssecurity  architectssecurity  administratorssecurity  software  developerscryptographers  cryptologists  cryptanalysts

abstractincreasing complexity and sophistication of ever evolving information technologies has spurred unique and unprecedented
challenges for organizations to protect their information assets companies suffer significant financial and reputational damage due to
ineffective information technology security management which has extensively been shown to severely impact firm s performance and
their market valuation the dissertation comprises of three essays that address strategic and operational issues that organizations face in
managing efficient and secure information technology environment as organizations increasingly operate compete and cooperate in a
global context business processes are also becoming global to generate benefits from coordination and standardization across
geographical boundaries in this context security has gained significance due to increased threats legislation and compliance issues the first
essay presents a framework for assessing the security of internet technology components that support a globally distributed workplace
the framework uses component analysis to examine various aspects of a globally distributed system the technology components access
channels architecture and threats using a combination of scenarios architectures and technologies the paper presents the framework as a
development tool for information security officers to evaluate the security posture of an information system the management and planning
of large complex deployments are inherently difficult and time consuming which are also widely evidenced to have unusually high failure
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rates the second essay develops a risk aware cost model to aid companies to transition to having a single sign on system using a multi
phase pattern of software implementation the integer programming based optimization model provides guidance on the software that
should be implemented in each phase taking risk and budgetary constraints into account the model provides a cost optimal path to
migrating to a single sign on system while taking into account individual application characteristics as well as different learning aspects of
organizational system implementation the model can be used by managers and professionals in architecting their own software
deployment plans in multiple stages to address resource constraint issues such as manpower and budget while also effectively managing
risks the results of the model show significant cost benefits and effective risk management strategies this will help organizations from an
operational and tactical perspective during implementation of a distributed software system there has been a tremendous increase in
frequency and economic impact potential of security breaches numerous studies have shown that there is significant negative impact on
market valuation of the firm that suffered security breach extensive literature review reveals that studies have not examined companies
response to security breaches in terms of media announcements about security initiatives and improvements the third essay investigates
whether security breaches lead to announcements of security investments improvements by the affected companies and the market
reaction to these announcements in addition the essay also explores a how announcements of remediation and or of positive investments
or improvements in security relate to security breach announcements b effective timing strategies to respond and to release
announcements relating to security improvements initiatives to maximize the favorable impact and c the effect of security breach
announcements on competitor s market valuation and d impact of announcements content on stock price the results of the research
indicate that there is positive significant market reaction to announcements regarding security improvements made by companies that had
a security breach incident the study also reveals that impact on stock price of competitors is moderated by their industry the research
used event studies and time series analyses to uncover how timing impacts the stock performance of companies making positive security
related announcements in news media in an attempt to restore image and reputation after a security breach the results reveal that timing
of the announcement after a breach significantly influences the impact on stock prices

this book showcases latest trends and innovations for how we teach and approach cyber security education cyber security underpins the
technological  advances  of  the  2 1st  century  and  is  a  fundamental  requirement  in  today  s  society  therefore  how  we  teach  and  educate  on
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topics of cyber security and how we overcome challenges in this space require a collective effort between academia industry and
government the variety of works in this book include ai and llms for cyber security digital forensics and how teaching cases can be
generated at scale events and initiatives to inspire the younger generations to pursue cyber pathways assessment methods that provoke
and develop adversarial cyber security mindsets and innovative approaches for teaching cyber management concepts as a rapidly growing
area of education there are many fascinating examples of innovative teaching and assessment taking place however as a community we
can do more to share best practice and enhance collaboration across the education sector cse connect is a community group that aims
to promote sharing and collaboration in cyber security education so that we can upskill and innovate the community together the
chapters of this book were presented at the 4th annual advances in teaching and learning for cyber security education conference hosted
by  cse  connect  at  the  university  of  the  west  of  england  bristol  the  uk  on  july  2  2 0 2 4  the  book  is  of  interest  to  educators  students  and
practitioners in cyber security both for those looking to upskill in cyber security education as well as those aspiring to work within the
cyber  security  sector

this books presents a tate of the art review of current perspectives on information security it contains the selected proceedings of the
eleventh  international  information  federation  for  information  processing  and  held  in  cape  town  south  africa  may  1 9 9 5  information  security
examines the information security requirements of the next decade from both research industrial and practical viewpoints some of the
major topics discussed include information security and business applications information security standards management of information
security crytography key management schemes and mobile computing information security and groupware building secure applications
open distributed security management of information security open distributed security information security and business applications
access  control  legal  ethical  and  social  issues  of  information  security

stepping through cybersecurity risk management authoritative resource delivering the professional practice of cybersecurity from the
perspective of enterprise governance and risk management stepping through cybersecurity risk management covers the professional
practice of cybersecurity from the perspective of enterprise governance and risk management it describes the state of the art in
cybersecurity risk identification classification measurement remediation monitoring and reporting it includes industry standard techniques
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for examining cybersecurity threat actors cybersecurity attacks in the context of cybersecurity related events technology controls
cybersecurity measures and metrics cybersecurity issue tracking and analysis and risk and control assessments the text provides precise
definitions for information relevant to cybersecurity management decisions and recommendations for collecting and consolidating that
information in the service of enterprise risk management the objective is to enable the reader to recognize understand and apply risk
relevant information to the analysis evaluation and mitigation of cybersecurity risk a well rounded resource the text describes both reports
and  studies  that  improve  cybersecurity  decision  support  composed  of  1 0  chapters  the  author  provides  learning  objectives  exercises  and
quiz questions per chapter in an appendix with quiz answers and exercise grading criteria available to professors written by a highly
qualified professional with significant experience in the field stepping through cybersecurity risk management includes information on threat
actors and networks attack vectors event sources security operations and ciso risk evaluation criteria with respect to this activity control
process policy standard procedures automation and guidelines along with risk and control self assessment and compliance with regulatory
standards cybersecurity measures and metrics and corresponding key risk indicators the role of humans in security including the three
lines of defense approach auditing and overall human risk management risk appetite tolerance and categories and analysis of alternative
security approaches via reports and studies providing comprehensive coverage on the topic of cybersecurity through the unique lens of
perspective of enterprise governance and risk management stepping through cybersecurity risk management is an essential resource for
professionals engaged in compliance with diverse business risk appetites as well as regulatory requirements such as ffiec hiipaa and gdpr
as well as a comprehensive primer for those new to the field a complimentary forward by professor gene spafford explains why this book
will be helpful to the newcomer as well as to the hierophants in the c suite the newcomer can read this to understand general principles
and  terms  the  c  suite  occupants  can  use  the  material  as  a  guide  to  check  that  their  understanding  encompasses  all  it  should

provides an overview of the vulnerabilities and threats to info security and introduces important concepts and terms summarizes the
definitions and controls of the trusted computer system evaluation criteria and discusses info security policy focusing on info control and
dissemination also discusses such topics as the the architectures used in the development of trusted relational database mgmt systems
the effects that multilevel dbms security requirements can have on the system s data integrity a new approach to formal modeling of a
trusted  computer  system  and  a  new  security  model  for  mandatory  access  controls  in  object  oriented  database  systems
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in recent years information security has been gaining increasing public attention and has become a high priority for organizations across
various industries despite the substantial investment in improving security posture cyber risks continue to escalate as digital
transformations are growing rapidly and new areas of cyber vulnerability are exposed and exploited thus a critical question for managers
stakeholders and policymakers is how to strategically ensure the security of digital assets to explore the question my dissertation explores
and advances three crit ical themes in the economics of the information security f ie ld these themes include 1 unravel ing antecedents of
risks  2  determining  the  optimal  level  of  investment  in  cybersecurity  and  3  investigating  how  cybersecurity  affects  market  dynamics  essay
1  i s  m o t i v a t e d  b y  s e c u r i t y  c o n c e r n s  i n  s h a r i n g  d a t a  a c r o s s  o r g a n i z a t i o n s  a n d  e m p i r i c a l l y  e v a l u a t e s  t h e  i m p a c t  o f  j o i n i n g  a  h e a l t h
i n f o rma t i on  ex change h i e  i n i t i a t i v e  on  a  hosp i t a l  s  da t a  b r e a ch  r i s k s  and co r r e spond i ng  mechan i sms e s say  2  u se s  a  game t heo r e t i c a l
model to investigate how to design a cost effective crowdsourcing solution to help organizations leverage crowds wisdom in vulnerability
management essay 3 examines the role of peer cyber incidents in information asymmetry issues in the financial market and analyze how
peer data breaches affect the quality of a firm s cyber risk disclosure in its financial report the dissertation sheds light on three crucial
factors in information security management information systems interdependency innovated cybersecurity solutions and cyber information
asymmetry
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